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DETAILED ACTION 

1 . Claims 1 - 12 are pending. 

Claim Rejections - 35 USC § 101 

2. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

3. Claim 1 is rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. Claim 1 , recites means for doing certain 
operations. However, the claim does not claim the operation itself. Therefore there is 
no concrete or tangible result being created. 



Claim Rejections - 35 USC §112 

4. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

5. Claim 1 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

6. As per claim 1 , limitation recites "wherein when the hash value generation means 
accesses the storage means, at least other arithmetic operations performed by the 



4 



4 



Application/Control Number: 10/633,658 Page 3 

Art Unit: 2134 

public key encryption processing means are suppressed." This limitation is indefinite 
because it is unclear to one of ordinary skill to understand what the "other arithmetic 
operations." For purposes of examination the limitation will be interpreted to be a 
means for accessing storage. 

Claim Rejections - 35 USC § 102 

7. The following is a quotation of the approphate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 122(b). by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty In the English language. 

8. Claim 1 , 2, 5, 6, 9 and 1 1 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Garib U.S. Patent No. (6,728,378). 

9. As per claim 1, Garib discloses a public key encryption processing means for 
performing an encryption operation using a public key encryption technique (Garib, Col. 
15 Lines 14-17, encrypting an unencrypted message using public key), hash value 
generation means for generating a hash value which is used by the public key 
encryption processing means and storage means for storing the hash value, (Garib, 
Col. 5 Lines 66 - 67 and Col. 6 Lines 1-6, generates a hash and stores the hash), 
wherein when the hash value generation means accesses the storage means, at least 
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other arithmetic operations performed by the public key encryption processing means 
are suppressed (Garib, Col. 4 Lines 9 - 26, Comparison used to check hash and 
accesses a hash). 

10. As per claim 2, Garib discloses the public key encryption processing means 
includes a register group having a register for maintaining an arithmetic operation value 
and a register for storing a result, the hash value generation means includes a register 
group having a register for maintaining an arithmetic operation value and a register for 
storing the generated hash value, at least the register group of the public key encryption 
processing means and the register group of the hash value generation means are 
shared (Garib, Col. 4 Lines 9-26 and Col. 12 Lines 16-19, Garib teaches a 
comparison and the use of a processor, It is inherent that a processor uses registers to 
perform tasks that involve comparing values) and the hardware is switched in a time- 
shared manner depending upon the operation mode (Garib, Col. 12 Lines 16-19, It is 
inherent that a processor operates in a time shared manner). 

11. As per claim 5, Garib discloses the public key encryption processing means 
includes public key encryption arithmetic operation core means for performing various 
arithmetic operations for public key encryption (Garib, Col. 4 Lines 38 - 42, IDEA is an 
arithmetic key generation means), the hash value generation means includes hash 
value arithmetic operation core means for performing various arithmetic operations for 
hash value generation (Garib, Col. 4 Lines 9 - 26, SHA-1 used for Hash generation 
which is an arithmetic means for hash generation), and the public key encryption 
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arithmetic operation core means and the hash value arithmetic operation core means 
are shared (Garib, Col. 4 Lines 62 - 67, Hash and key are used together). 

12. As per claim 6, Garib discloses the public key encryption arithmetic operation 
core includes adder means, and shares the adder means with the hash value arithmetic 
operation core means (Garib, Col. 4 Lines 9-26 and Col. 12 Lines 16-19, Garib 
teaches a comparison and the use of a processor, It is inherent that a processor uses 
adders to perform operations). 

13. As per claim 9, Garib discloses the hash value generation means stores the 
generated hash value into the storage means at an address which is used by the public 
key encryption processing means, and the public key encryption processing means 
reads the hash value stored in the storage means (Garib, Col. 5 Lines 66 - 67 and Col. 
6 Lines 1 - 6, generates a hash and stores the hash, addresses would be inherent). 

14. As per claim 11, Garib discloses the hash value generation means performs an 
operation using the SHA-1 technique (Garib, Col. 4 Lines 9 - 26, SHA-1 used for Hash 
generation). 

Claim Rejections - 35 USC § 103 

15. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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16. Claims 3 and 4 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Garib U.S. Patent No. (6,728,378) in view of Kaufman et al. U.S. Patent No. 
(5.764.772). 

1 7. As per claim 3, Garib teaches the common key encryption processing means 
including a register group having a register for maintaining the resulting data and a 
register for maintaining key data, wherein the register group of the common key 
encryption processing means and the register group of the public key encryption 
processing means are shared (Garib, Col. 4 Lines 9-26 and Col. 12 Lines 16-19, 
Garib teaches a comparison and the use of a processor. It is inherent that a processor 
uses registers to perform tasks that involve comparing values) but fails to discloses 
common key encryption processing means for performing an encryption operation using 

k 

a common key encryption technique to generate a random number for use in the 
encryption operation of the public key encryption processing means. However, in an 
analogous art Kaufman teaches common key encryption processing means for 
performing an encryption operation using a common key encryption technique to 
generate a random number for use in the encryption operation of the public key 
encryption processing means (Kaufman Col. 4 Lines 26 - 34). 

At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Kaufman's differential work factor cryptography with 
Garib's secret key messaging because it offers the advantage of creating a key based 
on an unpredictable number which makes the key more secure (Kaufman Col. 4 Lines 
26 - 34). 
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18. As per claim 4, Garib as modified teaclies the common key encryption 
processing means performs tlie encryption operation using the OES technique 
(Kaufman, Col. 1 Lines 38 - 44). 

19. Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over Garib 
U.S. Patent No. (6,728,378) in view of Kitamura U.S. PG-Publication No. 
(2002/0016917). 

20. As per claim 7, Garib fails to teach the public key encryption processing means 
includes a bus switch for making the bit width variable, and the public key encryption 
processing means shares the bus switch with the hash value generation means. 
However, in an analogous art Kitamura teaches the public key encryption processing 

« 

means includes a bus switch for nnaking the bit width variable, and the public key 
encryption processing means shares the bus switch with the hash value generation 
means (Kitamura, Paragraph 0085). 

At the time the invention was made it, it would have been obvious to a person of 
ordinary skill in the art to use Kitamura's system integrated circuit with Garib's secret 
key messaging because it offers the advantage of high speed switching in a system. 

21. Claim 8 is rejected under 35 U.S.C. 103(a) as being unpatentable over Garib 
U.S. Patent No. (6.728,378) and Kitamura U.S. PG-Publication No. (2002/0016917), as 
applied to claim 7 and in further view of Kaufman et al. U.S. Patent No. (5,764,772). 
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22. As per claim 8, Kitamura teaches, the common key encryption processing means 
including a bus switch, wherein the bus switch of the common key encryption 
processing means and the bus switch of the public key encryption processing means 
are shared (Kitamura, Paragraph 0085), but fails to teach further comprising common 
key encryption processing means for performing an encryption operation using a 
common key encryption technique to generate a random number for use in the 
encryption operation of the public key encryption processing means. However, in an 
analogous art Kaufman teaches further comprising common key encryption processing 
means for performing an encryption operation using a common key encryption 
technique to generate a random number for use in the encryption operation of the public 
key encryption processing means (Kaufman Col. 4 Lines 26 - 34). 

At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Kaufman's differential work factor cryptography with 
Garib's secret key messaging because it offers the advantage of creating a key based 
on an unpredictable number which makes the key more secure (Kaufman Col. 4 Lines 
26 - 34). 

23. Claim 10 is rejected under 35 U.S.C. 103(a) as being unpatentable over Garib 
U.S. Patent No. (6,728,378) in view of Schneier, Applied Cryptography 2"^ Edition. 

24. As per claim 10, Garib fails to teach the public key encryption processing means 
performs the encryption operation using the elliptic curve cryptosystem technique. 
However, in an analogous art Schneier teaches the public key encryption processing 
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means performs the encryption operation using the elliptic curve cryptosystem 
technique (Schneier, Page 480, section 19.8). 

At the time the invention was made, it would have been obvious to a person 
ordinary skill in the art to use Schneier's Applied Cryptography with Garib's secret key 
messaging because it offers the advantage of smaller key-sizes to create faster 
systems (Schneier, Page 480, section 19.8). 

« 

25. Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over Garib 
U.S. Patent No. (6,728.378) in view of Inada U.S. Patent No. (6,986.044). 

26. As per claim 12, Garib fails to teach the encryption apparatus is incorporated in a 
non-contact IC card having a communication function. However, in an analogous art 
Inada teaches the encryption apparatus is incorporated in a non-contact IC card having 
a communication function (Inada, Col. 9 Lines 10 - 20). 

At the time the invention was made it would have been obvious to a person of 
ordinary skill in the art to use Inada's method for group unit encryption with Garib's 
secret key messaging because it offers the advantage of having a secure storage for 
encryption keys (Inada, Col. 9 Lines 10 - 20). 

Conclusion 

27. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Roderick Tolentino whose telephone number is (571) 
272-2661. The examiner can normally be reached on 8:00am - 5:30pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on (571 ) 272-381 1 . The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 




Roderick Tolentino 

Examiner 
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